N \»
1

(§) MAPPA / MIAPPAY %8 550€"
\), APPA Midwest Region y -

S’

Advances in Technology in
Educational facilities

Addressing Today’s and Tomorrow’s
Security and Learning Environments

Presented by:

Jim Otte, SET, NICET IV SSOE Group
&

S. Sonny Hamizadeh, AIA SSOE Group

October 2013




<

\),x ) MAPF/ / M/AppAﬁ 36550€"

Session

TITLE OF PRESENTATION: Advances in Technology for Security & Learning in Educational Facilities
TAGS: Technology™Work Orders/&utomation/Security/Fleet/Procurement

PRESENTED BY: Jim Otte. MICET IV and Sonny Hamizadeh, Ald, Data/FirefSecurity Specialist and Senior Account
Manager, Healthcare, 350E Group

ABSTRACT: Technology in the Educational realm continues to rapidly advance more than any ofther sector and with hectic
schedules it iz difficult to keep up to pace with what i cccurring. This session will provide attendees with a review of
advancements in education security technology and education l2aming technologies and how they are improving the
educational facilifies, reducing costs and increasing the safety, security and l2aming capacity of students. Examples of
topics to be covered in the security realm are; mass nofification requirements for first responders, how fo protect your
campus from hacking and against access card cloning, what are current threats and methods fo address each threat.
Examples of topics to be covered in the leaming realm are; advancements in interactive screens and interactive systems,
collaboration systems and methods as well as what systems provide the best cutcomes with respect fo costs.

LEARNING QUTCOME 5:

1). Awareness of some of the advancements in technology impacting everyone, and how and why you need fo consider
them.

2} Learn how municipalties are enforcing first responder communications in educational facilities and how it impacts you.

3). Understand that most threats are internal and how to leverage technologies to protect your campus from internal
thraats.

4}. Understand new technologies being used for learning and which ones are the most effective.
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Agenda/Objectives

* Education Learning Technologie
* Education Security Technologies
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LEARNING
ENVIRONMENTS

“COMPETING IN 21°T CENTURY TEACHING
AND LEARNING ENVIRONMENTS”
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How technology can become a
differentiator for educational facilities...

Issues:
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Economic downturn

Reduced funding from State and Federal agencies
Advance of E-Education (on-line courses)
Expanding into emerging educational markets

Reducing operational costs and increasing efficiencies and
revenues

Attracting and retaining students and faculty

(5]
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How technology can become a
differentiator for educational facilities...

Opportunities:

* Advancement of technology in resources and academic
programs

* Attract new students and faculties

* Abilities to enable formal and informal learning

* Virtual and online learning and interaction

* Use of technology to enhance quality of campus life
* Controlling construction costs
* Increase campus security
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[dentifying learning environments
Dealing with multi-tasking technology generation

* Auditoriums

* Classrooms

* Corridors

* Dining Halls

* Residence Halls

* Qutdoors

How do we deliver education?
* |n person

* Virtual

* Online and Remote Access
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Auditorium Technology
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Collaboration Spaces
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Classroom Technology

Saakes SCIENCE ROOM 04
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ClassSpot in use at Middle Tennessee State University
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215t Century Classroom

gy Is undeniably changing the face of education, and it's
easy 1o see the impact already lmnln: what classrooms will be like
In 20 yoars with the speed of technolegical innovation. Learn more
about same of the key advancements in the 215t century classroom.
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86% of students
believe they study more
efficiently with tablets
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SECURING
ENVIRONMENTS

“PROTECTING FACILITIES AND STUDENTSIN
THE 215" CENTURY”
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Passive vs. Aggressive /Active Approaches

“OLD” TACTICAL RESPONSE POSTURE
* Cordon and control perimeter

*  Wait for SWAT, make communications contact, negotiate, deescalate
and respond

“NEW” TACTICAL RESPONSE POSTURE

* Assume active intent to do harm

* Immediate entry and active engagement of suspect

* Neutralize suspect(s) through necessary force as quickly as possible
* Impede ability of suspect to freely move and find victims to target

* Lockdown and shelter in secure places
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Cause and Effect

of Poor Communications during School incident

CAUSE

* Responders cannot communicate with school personnel, different agencies and hospitals
except through dispatch relay of 911 calls

* First Responders are walking into a facility “blind” not knowing where suspects are and
are challenged by unfamiliar layouts

EFFECT
*  Slowed
* Response Time
* Entry
*  Movement
* Evacuation
* Maedical Care
* Delays in establishing and controlling safe areas and evacuation routes
* Misidentification of suspects
* Higher Risk to Responders of Ambush
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[dentifying Current Issues...

FOR ANY SCHOOL IN A TIME OF CRISIS, THE FOLLOWING EMERGENCY
CAPABILITIES SHOULD BE PRESENT

School personnel can seamlessly communicate with First Responders
Responders inside the school need to be able to communicate
Sharing of Live video from the School surveillance and video systems

First Responders ability to issue directives over Public Address systems and
mass notification systems
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Possible scenario

1. Wireless Silent Panic Alarm activated

2. Communications established between School Staff and Police Dispatch
3. Responders dispatched to correct areas

4. Suspect identified by Police Dispatch using video

5. School Floor plans shared wirelessly

6. School PA and mass notification system used via Police Radios to issue
instructions
7. Monitoring of internal video to direct staff and responders

8. Police Response team is streaming live video back from mobile device
and is shared with command and EOC

9. Hospital Emergency room alerted and placed on standby and updated
live




\\. e

© ) ) MAPPA / MiAPRAY

PPA Midw

Moving wireless

A platform to integrate video systemes,
floor plans, fire-burglar alarms, access
control, public address systems, call boxes

and other life safety systems on a simple
easy to use mobile interface.
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Preventing Card Cloning

APPA Midwest Re

\ Only $40 Dollars

ADDED JIN 22 200 UNDEX NENG
'
+ 1  The blank cards and keyfobs are like 25 cents 10 one dollar at most. It will duplicste any 1D

cardiplastic key etc that you use o access secwre areas

. Just think of the “access cards” you can clone with this tiny device thal can <tay hidden in your pocke!
I
W 5L atall mes So much for security

.
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Preventing Card Cloning
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Old Technology door contacts vs

New Technology |
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Magnetic
Field
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Restricted Activation Zone
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Preventing Hacking

Last year, higher education faced nearly 2 million data breaches.
Traditional defenses involving firewalls and antivirus software are
required but increasingly insufficient.

1. Increase the importance of Cyber security at your facility
2. Consolidate Security Solutions

3. Know the Enemy
4

. Collaborate and Share Intel - Research and Education Networking
Information Sharing and Analysis Center, or REN-ISAC.
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Summary and Conclusions:

* Working with a team of designers that:
* Understand issues and have expertise

*  Team with product knowledge, and no affiliation to any
manufacturer

* Start discussing Technology Early on in the project
Get IT and campus security people involve in early design phases

* Establish a security and technology team

* Ensure that the team has:
* Fully researched possible technologies
* Researched cost savings measures

* Addressed security and technology Early on in the project and
understand/identify levels of costs.
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Questions

Thank you...




